@ 3AB/IOKUPOBATb ©® HAMNUCATb © OBPATUTBCHA

KAPTY 3AABJIEHUE O HECOITIACUU { B nonuuuio
; C OMEPALMEN
= 7z
II ==
< L \?
* Mo Homepy TenehoHa GaHka 3asiBneHne [OMXHO ~ Yem GonbLue nopaei
Ha 6aHKOBCKOM KapTe 6bITb HANMCaHO: . nopagyT 3anBneHus,
Wnn Ha ocpmunanbHOM canTe e an e e _ TeM Bhiwe BEPOSTHOCTS,
- Yepes MOGUNBbHOE NPUNoXeHNe COOBLLEHNS O CIIMCaHUM . 4TO NpecTynHUKOB
« Yepes NIMYHbIN KabuHeT 57570 NPT
Ha ouLManbHOM caiiTe 6aHKa |« Ha MecTe B OTAENEHUM
. B oTAeneHun 6aHka GaHka
KAK OBE3OIMNACHUTb OEHbI'MN HA CHETAX?
HUKOMY HE COOBLLAWUTE: KOAOOBOE C/10BO
« CPOK AEVCTBMS KapTbl M TPEX3HAYHbIA Kof Ha3bIBalTe TOMbKO COTPYAHMKY GaHKa,
Ha ee o60poTHOM cTopoHe (CVV/CVC) Korga caMn 3sBOHUTE Ha ropsa4yto

« MApPOIN U KOAbl U3 YBEOOM/IEHUN NNHNO

« IOFMH M Naposib OT OHMNaH-6aHKa

HE NYBNIUKYUTE

NnepCcoHa/ibHble AaHHbIE B OTKPbLITOM AOCTYrne BaHk He Lo bullta (S ph A

noTepu, ecsin Bbl HapyLwunau

npaBwu/a 6e3onacHoro
UCnosib3oBaHUA KapTbl

YCTAHOBUTE
a@HTMBUPYCbI Ha BCE YCTPONCTBA

umTanTe Ha fincult.info KynbTypa

MNMoapo6Hee o npaBunax 6e3onacHOCTU ﬁ ®duHaHcoBas



OCTOPOXHO:
TEJIE®POHHbBIE MOLLEHHUKMUA!

S NMPU3SHAKOB OBMAHA

HA BAC
BbIXOOAT CAMU

AdepuncTtbl MOryT
NpeacTaBUTbCS CITy>XX60M
6e3onacHocTu 6aHKa,
Hanorosomn,

NpOKypaTypoW

JTro601 HeoXXnaaHHbIV
3BOHOK, CMC vnu nucbMo —
noBof HaCTOPOXUTbCSH

3BOHAT
13 6aHkKa, MonnLmm

PALYIOT BHE3AMHOM
BbIFOAOM UNU NYTAIOT ~ YBEOMTECH,
CVIanb|e aMouunun UYTO 3TO HE MOLUEHHUKM!
npuTynnsawoT
6auTenbHOCTb

@ BAXXHO!
CoTpyaHUKM 6aHKOB U NONULUMN 0
HUKOIOA He cnpawmvBailoT o

PEKBU3UTDbI KapTbl, NIApONU
n3 CMC, nepcoHaribHble faHHble
M He NPOCAT COBepLIaTb
rnepeBoabl C Ballew KapTbl

Kak 3awmTuTb cBou puHaHChI,
yuTtauTe Ha fincult.info

WK OPYrov opraHvMsaumm?

9 HA BAC OABAT

AdepucTbl Bcerga
TOPOMAT, YTO6bI

Y Bac He 6b10
BpeMeHu Bce o6aymaTb

Q TOBOPAT O AEHbIAX

MNMpepnaratoT crnacTu
cbepexeHus, NoNyunTb
KOMMEHCaLMIO U1 BNOXUTbCS
B MHBECTULIMOHHbBIV NPOEKT

9 MPOCSIT COOBLUMUTDL
OAHHbIE

3/10yMbILLIEHHNKOB
MHTEPECYIOT PEKBU3UTDI
KapTbl, NApOau 1 Koppl

M3 6aHKOBCKUX YBEOOMJIEHWUI

HUKOI'AA HUKOMY
HE COOBLUAUTE:

koAbl us CMC

Tpex3Hau4HbI Kog Ha 060pOTHOM
cTopoHe kapTbl (CVV/CVC)

PIN-kon
naponu/noruHbl K 6aHKOBCKOMY
NMPUIOXXEHUIO U OHNNAaMH-6aHKY

KoaoBoe CJ1I0oBO
nepcoHa’sibHblie oaHHble

dunHaHcoBas
KynbTypa
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KAK SALLUTUTDBCH
OoT OULLUNHITA

dOuUwUHr — BUA MoWEeHHUYecCTBa, Korga Yy YerfioBeka KpaayT
nepcoHaJibHbie AaHHbIe U1 OeHbr € NoMolLlbio canToB-noaaesnok.
YHacTo MOLEeHHUKU AenaloT CanTbl, KOTOpbIe KaK ABe KanJiu Boabl
MOXOXXM Ha CanTbl pea/ibHbIX opransauMﬁ

KAK MOXXHO OKA3ATbCH
HA ®ULLNHIOBOM CAUTE?

O CCblIKaM U3 MHTEPHETAa UM NEKTPOHHOW NoYTbl, CMC,
COOBLLEHUN B COLICETAX UM MECCEeHOYKepax, PeKNaMbl,
0b6bsaABNEeHUN O NoTepesx, pacnpoaarkax, KoMrneHcaumsax
OT rocygapcrea

XaKepbl HacCToO B3J/1aMbIBalOT Yy>KUe aKKayHTbl,
n d)VIU.IMHFOBaﬂ CCblJ/IKa MOXKeT ﬂpMﬁTM AaXKe OT 3HaKOMbIX

KAK PACNMO3HATb
OULLMNHIOBbIA CAUT?

Appec oTin4aeTcs OT HACTOSLWErO NMLLb Napon CMMBOJIOB
B appecHoW cTpoke HeT https 1 3HayKa 3akpbITOro 3aMka
Au3aiH cKonMpoBaH HEKaYeCTBEHHO, B TEKCTaX €CTb OLMOKM

Y carTa Masno CTpaHuL Unuv gaxke ogHa — O/ BBoOAa OaHHbIX
KapTbl

KAK YBEPEYbBCH OT ®ULLUMNHIA?

YcTaHOBUTE aHTUBMPYC U PErynsapHO OBHOBNSATE ero
CoxpaHsinTe B 3aK/agkax agpeca Hy>XHbIX CanToB
He nepexoaute No Nogo3puUTESibHbIM CCbIITIKaM

MUcnonb3yiiTe oTOoeNbHYO KapTy 1S MOKYMNOK B MHTEPHETe,
KnaguTe Ha Hee HY>)KHYIO CyMMY MpsiMO nepepn onnaTomn

®uHaHcoBas
Moppo6Hee o NnpaBunax KynbTypa
Ku6eprurueHbl YMTanTe Ha



OT OHTANH-MOLWEHHUKOB

Y106bl fOo6paTbCa 4O Bawmnx 6aHKOBCKUX CHETOB,
MOLUEHHUKAM HY>XXHbl Balln NepcoHanbHble AaHHblIe
U PEKBU3NTbI KapT

Kakune cxeMbl UICNonb3yloT adpepuUcTbl?

OBELLAIOT 30J10TbIE TOPbI
Onpochkl 3a BO3HarpaxgeHue, coumanbHble BbinaaTtbl UM CBEPXNPUObISIbHbIE
MHBECTULMOHHbIE NPOEKThI. [apaHTns 6bICTPOro oboraleHnsa — Nnpu3Hak obmaHa

SAMAHUBAIOT HA PACINPOOAXN

OFpOMHbIe CKNAKU N HU3KKNE LeHbl MOI'yT OKasaTbCa MOLLUEHHNYECKOWN yl'lOBKOI7I

CMNEKYTNPYIOT HA TPOMKUX COBbITUAX

Hanpumep, 06baBAAI0T COOP AEHEr Ha pa3paboTKy BaKLMH, o6eLlaloT BEPHYTb
AEHbIM 3@ OTMEHEHHbIE PecChl AW NpeanaratoT Noay4YnUTb FOCyAapCTBEHHbIE
aorauuu

MACKUPYIOTCHA

PasbirpbiBatoT posib NpoaaBLOB 1 MoKynaTtenen Ha NonynsapHbIX cantax o6 bABNEHUN

Kak o6e3onacutb cBOU OAeHbIrMm

B UHTepHeTe?

YcTtaHoBUTE aHTUBMPYC N PerynsapHo OOHOBASNTE €ro

3aBeguTe oTAeNnbHY Ae6eToBYIO KapTy ANg naatexen
B MHTEPHETE U KaAnTe Ha Hee HYXXHYIO CYMMY rnepep onnaton

Bcerpa npoBepsiTe agpeca 3/1EKTPOHHOW NOYThbl M CANTOB —
OHW MOTYT OT/INYATbCA OT OCII)I/ILl,I/IaI'IbeIX NNb nap0|7| CMMBO/10B

He nepexogute no ccbiikam OT HE3HAKOMLIEB —
cpasy yaansite COMHUTENIbHbIE COOOLLEHUSA

Hukomy He coobLualite CBOM NePCOHasbHbIE AaHHbIE

Moppo6Hee o npaemnax
Kn6eprurmeHsoi ﬁ ®duHaHcoBas
ymTanTe Ha fincult.info KynbTypa



@ baHk Poccum

KAK SALIUTUTD
CBOUTALXKETDbI OT BUPYCOB

BUPYCbiI:

+ OTKPbIBAIOT YAa/eHHbI/ 4OCTyN K BalleMy yCTPOMCTBY
« KpaayT NOruHbl U NApo/iv OT OH/IaMH- U MOGUNbHOIro 6aHKa

« NepexBaTbIiBalOT CEKPETHbIE KOAbl U3 COOOLLEeHUN

3anonyuyme 3TU AaHHble, KU6epnpecTynHUKU
MOryT NOXUTUTb BCE AeHblr1 C BalUUX CYETOB o

3aBucaer, nepesarpyxaetcd uin oTk/o4HaeTcsH

KAK NMOHATD,

YTO YCTPOVCTBO 3APAKEHO? Camo 3aBepLuaeT pa6oTy NpPUNoXeHui

lNokasbiBaeT BCM/ibIBalOLLME OKHa

TepsaeT o6beM NamMAaTH

Mo3BoHMTe B 6aHK 1 nonpocute 3a610KupoBaTb AOCTYN

YTO OENATD, K OHNaiiH- 1 MOGU/ILHOMY GaHKy U BCe KapTbl, KOTOpbie
EC/IU HA yCTPOﬁCTBE BUPYC? MnCcnosibsoBasin Ha yCtpouctee
O6paTuTech B CEPBUCHbIN LIEHTP, YTOObI BbINEYNTb FrapgXeT

MepeBbinycTUTE KapTbl, CMEHUTE JIOTUH U Naponb
OT OHNanH-6aHKa U 3aHOBO YCTAaHOBUTE 6aHKOBCKOE NpUoXeHue

MUcnonbsyinTe aHTUBUPYC 1 PErYNISPHO ero o6HoBASNTE

KAK 3ALLUTUTD H :
€ nepexoauTe Nno cchbl/ikamMm OT He3HaKoMLEB, HEe YCTaHaB/IMBauTte

YCTPOUCTBO OT BUPYCOB? nporpamMmmbl No ux Nnpocbbe U He NCMOMb3YUTE YyXue thnewkm
CkaumBaiiTe NpUIOXEHNS TONIbKO U3 NPOBEPEHHbIX MICTOYHUKOB
O6HOBNANTE ONMEPaLMOHHYIO CUCTEMY YCTPOMUCTBA

Us6erante obwenoctynHoix Wi-Fi-ceten

Moppo6Hee o 3aluTe ragXeToB ®uHaHcoBas
ymTamTe Ha fincult.info KynbTypa




